State Owned Android AirWatch Application Installation
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Once your device is enrolled with AirWatch, you will receive an email similar to this:

AirWatch <noreply_airwatch@mt.gov> Larsen, Stave

Welcome to AirWatch Enterprise Mobile Device Management

Iaps

N .
airwatch

by VIMWare
Airwatch Device Activation - 1/15/2016

‘Your device has been approved for mobile access. Using your device's web browser, please navigate to
https Hfawagent com. If the AirWatch MDM Agent app is installed on your device, you will be redirected to
it. I not, you will be redirected to your device's official app store to download it

Please do not enter any personal or organization specific information until you are securely inside the
AirWalch MDM Application pictured belovi:

D Only download from your device's Official App Store

Authentication may be required. Your unique credentials are below:

Email: Stevel arsen@mt.gov
Username: CJ4547
Password: Use directory password

* Server URL: airds.mr.gov AND Group ID: DOJ if required

Alternatively, scan the QR code to begin enroliment:

Please contact your JITSD Service Desk if you have any questions: doiservicedesk@mt.gov

Regards,
AirWatch

You must have a Google account associated with your Android to proceed.

State Owned Android

Airwatch Agent
1.) Open Play Store and search for AirWatch Agent
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2,) O w” Press Airwatch Agent.

AirWatch
€ Everyone

§ AirWatch Agent B

INSTALL

Businy Similar

AirWatch Agent

READ MORE

Press INSTALL.

AirWatch Agent

needs access to

Device & app history
Identity
Location

Phane

Photos/Media/Files

Camera
Wi-Fi connection
information

Bluetooth connection
information

Device ID & call
information

Press ACCEPT.
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3) @ @ @ @ Allow AirWatch Agent to download and install.
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4) (1) @ € @ press opeN.
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Wini will bt Qe Thivash & ees pat
BOAESS 1) UTDLAE, SElue B
SONSARE FOUF D0

‘Chooue Asthetication Mrthod:

B ELLA ADCRESS
BB SERVER CETARS

E.: O CODE

5.) Touch Email Address.
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7.) e Enter your State email credentials

Athenticate
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8.)

= Enter your email address, press CONTINUE.

. Don’t preface your C# with state\.

Choose your Device Ownership. Corporate — Dedicated is default, press Continue.
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Authenticate

Terms of Use

Unauthorized use Is a violation of 45-6-311, MCA.
This computer system, including all related
equipment, networks, and network devices, is
provided only for authorized state government use.
Any or all uses of this system and all files on this
system may be intercepted, monitored, recorded,
copled, audited, inspected, and disclosed to
authorized personnel. By using this system, the user
consents to such interception, monitoring, recording,
copying, auditing, inspection, and disclosure at the
pe f o

improper use of this system may result in
administrative disciplinary action and civil and
criminal penalties. By continuing to use this system
you indicate your awareness of and consent to these.
terms and conditions of use. Log Off immediately if
you do not agree to the conditions stated in this
warning.

DECLINE ACCEPT

9. Accept the SOM Terms of Use. These terms of use apply to the entire device.

Part 2: Secure
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10.) Press Continue.

Grant permissions 1o AlrWatch
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11.) Press Continue.
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Activate phone administrator?

Agent
(‘j Agent would like to manage your device.

Activating administrator will allow Agent to
perform the following operations:

* Erase all data
Erase the phone's data without warning by
performing a factory data reset

Change the screen-unlock
password

Change the screen-unlock password

Set password rules
Control the th and the
allowed

Monitor screen-unlock attempts

Monitor the number of incorrec
typed. when unlocking the scre
the phone or erase all the phone's data if
too many incorrect passwords are typed.

* Lock the screen

Control how and when the screen locks.
A Dot laak annnam manninns "
12 ) CANCEL ACTIVATE

identified in this step.

Samsung Knox

Samsung Androids requires a non-Play Store helper app call Samsung Knox to allow AirWatch to administer these

phones. If you are not configuring a Samsung Android please skip to Device Password.

1)

2)

Enable installatic terprise apps not
available in the F

heck Unknown
t the next

elaunching the

Device Settings

Press Continue.

He

Security

Phone administration

Phone administrators
View or turn off phone administrators

Unknown sources
Allow installation of applications from both D
trusted and unknown sources.

Encryption

Encrypt phone
Password required ta decrypt phone each time you
turn it on

Encrypt external SD card

n you have allowed Unknown

FETEDENIES Place a check in the box to allow UnKnown Sources.

e S e

2 =
SECUNTy

Phone sdminsrineton

Unkrah SOUNCES

Ercrypt phone

Ercrypt extemal 50 cand

Remote coninods

Press Activate. The AirWatch Agent allows AirWatch Administrators to assist with some
features of this State owned device should you need their assistance. These controls and functions are
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4.)

5.)

Unknown sources

Installing from unknown
sources may be harmful to
your phone and personal data.
By tapping OK, you agree that

you are solely responsible for
any damage to your phone or
loss of data that may result
from using these applications.

CANCEL 0K

Grant permissions to AirWatch
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Press OK, then press your device’s back button.

Press Continue.

Press Next.
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CANCEL STALL
7.)

Press Install.

AlrWatch would fike to manage your device.
To disable administration you may have to
contact an administrator.

Activating administrator will allow AirWatch
Samsung Service to perform the following
operations:

* Erase all data
Erase the phone's data without warning by
performing a factory data reset

* Change the screen-unlock
rd

Change the screen-unlock password

Control the length and the characters
allowed in screen-unlock passwords.

* Monitor screen-unlock attempts
Monitor the number of incorrect passwords
typed. when unlocking the screen, and lock
the phone or erase all the phone's data if
100 many incorrect passwords are typed.

S

8.) CANCEL LWL Press Activate.
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2 Privocy Policy

Place a check in the box next to “I acknowledge that | have read and understood, and agree
to all of the terms and conditions above” then press Confirm.

10.) Allow your device to receive Airwatch policies.

11.) Press Continue.

AirWatch Inbox
12.)Set up your email screen image missing. Press PLAY STORE.
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. AlrWaich Inbox
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13.) ; - Press INSTALL.
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Press ACCEPT.

15.) st s Allow AirWatch Inbox to download and install.
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AirWatch Content Locker

PEAFAD 1 [ ]

Configure

16.) " Press PLAY STORE next to “AirWatch Android Content Locker”.

2800

Areateh Cortect Locker

17.) S — . Press INSTALL.

Airsvach Content Locker
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Play

18.) Press ACCEPT.
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20.) m Q @ Press your device’s back button.
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21.) Press Continue.
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Enter and Confirm a new eight character alphanumeric passcode, then press SUBMIT.
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24.) Press your device’s back button again.
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U AirWatch Browser
:.’ AirWatch
&7 @ Everyone

INSTALL

4982 Business Similar

AirWatch Browser

READ MORE

Go to “Play Store” and search for “AirWatch Browser”.

AirWatch Browser

needs access lo

Location

Photos/Media/Files

Wi-Fi connection
information

Device ID & call
information

Google Play

Press ACCEPT.

pg. 14



AirWatch Browser

“’.; AirWatch
&7 @ Everyone

2200

AirWatch Browser

2" WHATS NEW

DE® s @@ T 4 #10:01 AM
Apps

QO © o @

Voice Search VZ Navigator VZ Protect  WatchON

S (o]
S

YouTube Agent Content

Inbox Calendar Contacts

29.)
expand your Apps.

s iB0 u

ymnmg

Press your device’s back button until you return to your Home screen.

At this point several new AirWatch Applications will be available on your device when you

These apps will create shortcuts on one of your home screens. Arrange these applications

30.)
on your home screen so they are convenient. Inbox, Calendar and Contacts will be most frequently used.



b Inbox

Wi i gy
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31) Press Inbox and allow you mail to sync.

Remove your previously configured State Email Account
If your device was configured with a State email account previously, remove this account.

1.) Open your Settings application (Not Google Settings).
2.) Scroll down to Accounts.

3.) Touch Accounts to open this section on Galaxy Note 5, and Galaxy S6. Other Android

devices have the account types listed at this step, in that case you can step 3 and go to step 4.

oGse .

Touch the account type that you want to remove. Usually this is, “MicroSoft Exchange

ActiveSync”.

pg. 16



5.) Touch your email address.

e GOV
MAO0SON 15 % 208 At

Sync Calerdar
D s I

Touch MORE or the 3 vertical dots in the upper left corner. (if niether of these options
are available, Some older Android devices allow you scroll to the bottom of this screen to see Remove
Account”.)

7.) Touch Remove Account.

AirWatch Self Service Portal
Accessing https://aircon.mt.gov/MyDevice/ allows customers to perform actions to assist themselves with their
AirWatch Registered device(s).

Most used functions of this portal may be:

e (Clearing Single Sign On (SSO) or Device Passcodes, if these are forgotten.

e Make Noise causing device to ring - the same as calling the devices phone number.

e Enterprise Wiping (removes only the AirWatch Applications), Device Wiping (clears all applications and data) the
device if it is lost.

e An example of the basic functions follows:
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https://aircon.mt.gov/MyDevice/

BASIC ACTIONS

ENROLLMENT DATE
2/4/2016 10:24 AM

LAST SEEN
2/11/2016 4:57 AM

ADVANCED ACTIONS

Device Query
Request updated information from the device

Clear 880 Passcode

Clear the SSO passcode for apps on this device. The next SSO
app used will prompt to create a password

Lock Device
Remotely lock this device to protect data

Enterprise Wipe
Remove corporate settings and data from this device

Make Noise
Help find the device by making it ring

STATUS

& uvpwodae Go 1o Details

Clear Passcode
Clear the current passcode from this device

Sync Device
Send updated company settings and data to this device

Locate Device
Find the most recent location of this device

Lock SSO

Lock the SSO for apps on this device. The next SSO app used
will prompt for a password

Device Wipe
Erase all data and return device to factory seftings

e Locate Device is not available since GPS tracking of our devices is not enabled.

AirWatch Notifications

Notifications for AirWatch Agent and AirWatch Mail can be adjusted after the initial setup of these applications.

1. Open Settings

Touch Sound and Notifications
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3. Locate and press Application Notifications
4. Press Agent

Bhock [

Sed as priceity

e i
5. Adjust Agent Notifications to your needs.

6. Press your devices Back hard key then scroll down
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Press Inbox

Adjust settings to your needs

pg. 20



